Guidelines for Bidders on system configuration for RCC/ERCC Auction
Portal
(The following section is meant only to provide guidance to bidders on how to configure

their computers / browsers for bidding in e-auctions for RCC/ERCC, Mining Lease and
Composite License on the web portal of MSTC. These guidelines are subject to change
from time to time depending on the development of the portal. Bidders are advised to keep
checking the latest guidelines from the website to keep themselves updated. They may
also contact the offices of MSTC to seek clarification on any point. MSTC shall not be
responsible for any mistake committed by any bidder or for any consequent loss to the
bidder due to mis- understanding anything written hereunder.)

System Requirement

The following requirements need to be fulfilled for optimum use of MSTC e-auction system for
MLCL.

(1) A computer connected to internet through an ISP.
(2) The computer should have adequate RAM depending on version of Windows.
(3) The computer (Desktop / Laptop) should have Windows 7 or above.

The website is best viewed in Internet Explorer version 7 or above. In case there is a different
version being used, the website should be added to Compatibility View Settings as shown below

Tools > Compatibility View Settings > Add our website
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(4) All the ActiveX controls of the Internet Explorer should be Enabled as shown below.

Tools> Internet Options > Security > Custom level > Enable ALL Active—X Controls and Plug-
ins

Welcome to MSTC E-Commerce B [ g= v Page~ Safety~ Tooks

L]

aur current security settings put your computer at rik. C change your security settings...

[2_'6 Security Settings - Internet Zr e

ernet thions - Security At Risk

General | Security | privacy | Content | Connections | Programs | ;&vanced} Settings

%) Your security settings put your computer at risk O Prom‘ |
Select a zone to view or change security settings. 19| ActiveX controls and plug-ins
> @] Allow previously unused ActiveX controls to run without pror
& g < J ® O Disable i2
. 2 . - @® Enable
Internet  Localintranet Trusted sites  Restricted | Allow Scriptlets
sites =
O Disable
Internet ® Enable
‘& This zone is for Internet websites, O Prompt
. exceFt those listed in trusted and | Automatic prompting for ActiveX controls
restricted zones. = O Disable
ool bl ® Enable
Security level for this zone |, Binary and script behaviors
O administrator approved
Custom O Disable &
- Your security settings are below the recommended [ORELD =
level, putting your computer at an increased risk of < | 2
oniine attack. *Takes effect after you restart Internet Explorer
- To change the settings, click Custom level. i B
- To use the recommended settings, click Default level. Reset custom settings .
pate
Resetto: | megium v [ Reset... l ment
[ Custom level... ] [ Default level ] High ?ttal_:n
Medium-high (def ault &
[ Reset all zones to default level ]

BHIDC . & Support ©

Apply > nghEnd IBM P-Series Server

The custom settings should be reset to the lowest possible option from the drop down.

cry v &3 welcome to NEW MSTC e-Pr...

Favorites © 53 @] e-Procurement Portal of Ind... ] NewTab ] 500 25 > @] et

Welcome to MSTC E-Commerce L i B ) @b v Pager Safety~ Toos- @

aur current security settings put your computer at risk. Click here to change your security settings...

jternet Options - Security At Risk 11'& Security Settings - Internet Zone

ral | Security |Privacy | Content | Connections | Programs | Advanced || Settings
% Your security settings put your computer at risk O Disable ~
Select a zone to view or change security settings. @ Enable

- |#| Download signed ActiveX controls (not secure)
@ W /O so

@ Enable (not secure)

Internet  Localintranet Trustedsites  Restricted Ohar s i =L
it
e ¢ Download unsigned ActiveX controls (not secure)
Anterney cos O Disable (recommended)
i This zone is fn_r Internet websites, - () Enable {not secure)
except those listed in trusted and O Prompt
restricted zones. S - 3
| Initialize and script ActiveX controls not marked as safe for s
¢ % O Disable (recommended) base
Security level for this zone ) Enable (not secure)
O Prompt
Custom |#| Only allow approved domains to use ActiveX without prompt:
- Your security settings are below the recommended ) nieshla
level, putting your computer at an increased risk of A | L]
online attack. *Takes effect after you restart Internet Explorer

- To change the settings, click Custom level.

- To use the recommended settings, click Default level. Ploseticustom saitings

Resetto: (T | ent

[ custom level... ] [ Defaultlevel |

Reset all zones to default level

BHIDCO

Gz > ngrEnd 1BM P-Series Server
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(5) The settings under Browsing History (Under Tools - Internet Options - General) for Check
for newer versions of web pages should be kept at Every time | visit the webpage as
shown below.

elcome to MSTC E-Commerce

Home page - -

{ To create home page tabs, type each address on its own line.
g

about:blank

(&) Every time I visit the webpage

[ A leaE ] [ Use default ][ Use blank ] (O Every time I start Internet Explorer 1
O Automatically

O Never
,/‘L . Delete temporary files, history, cookies, saved passwords,

¥ and web form information. Disk space to use (8-1024MB) 312 %
g (Recommended: 50-250MB) [j

Browsing history

Delete browsing history on exit

L0 ]

Current location:

Delete... “ Settings ] C:\Documents and Settings\AdministratoriLocal
Search - = Settings\Temporary Internet Files}

p Change search defaults. Settings ] *

[ Move folder... ] [ View objects ][ Yiew files

ri

Tabs = e
— ~ Change how webpages are displayed in History 5
1 tabs. Specify how many days Internet Explorer should save the list Ji:
of websites you have visited, I

dppesrance Days to keep pages in history: | 20 |
[ Colors ] r Languages ] [ Fonts ] [ Accessibility ] &

{ OK ][ Cancel ] :
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(6) Pop-Blockers should be Disabled.

Welcome to MSTC E-Commerce \ ‘ I [ = v Page~ Safety~ Tools ~

iternet Options - Security At Risk

Generalj Security [Privacy “ Content | Connections | Programs | Advanced[

% i i i
%) Your security settings put your computer at O Disable
Select a zone to view or change security settings. ® Enable
. J | Submit non-encrypted form data
[ P
[ O Disable
Internet Localintranet Trusted sites  Restricted ® Enable
sites. Prompt
Internet || Qge Pop-up Blacker
i This zone is for Internet websites, 4
except those listed in trusted and O Enable
restricted zones. I || Use SmartScreen Filter
O Disable
¥ 5 = e
Security level for this zone (® Enable =]
&l Userdata persistence
Cict O Disable
ustom ) ) (& Enable
- Your Secu”ty Settlngs are be!ow the recommended | Wahritac in lace rvivilanad wah Ffantant 2ana ~an navinaka in
level, putting your computer at an increased risk of 3 < e | =
online attack. = =
- To change the settings, click Custom level. *Takes effect after you restart Internet Explorer
- To use the recommended settings, click Default level.
Reset custom settings Fe
Reset to: iumn-hi [ Hatar ] L
[ Custom level... ] [ Default level ] x Mediuin-bigli (default) D& I 0k :1'2
[ Reset all zones to default level ]
l OK ] [ Cancel ]
HIDCO
[ OK ] [ Cancel ] ap

(7) Latest Drivers for your Digital Signature Certificate should be installed properly in the
computer.

(8) The website http://www.mstcecommerce.com should be added to the list of “Trusted Sites”.

Welcome to MSTC E-Commerce | [ @=h v Page~ Safety~ Tools~

ur cent security setting out € s here to ¢
ternet Options - Security At Risk Trusted sites
o A A A+ 8o

About Us | Contact Us

You can add and remove websites from t
L this zone will use the zone's security se

Select a zone to view or change security gittir

@ WY

Internet  Localintranet Trustedsites R

Trusted sites -
Remove
\/ This zone contains websites that you
E trust not to damage your computer or
vour files.

Add this website to the zone:

l /

are new to this site, please

st of MSTC SA Principals

Security level for this zone
[CJRequire server verification (https:) For all sites in this zone

Custom
- Your security settings are below th
level, putting your computer at an in
online attack.

- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

egistration Procedure

Vendors who desire to participate

ming Events in the forthcoming e-Procurement

< Events may immediately obtain

[[customevel... ] [ pefautlevel ] applicable for digital certigcate from arry of the
n/e-auction/e-sale/e-booking certifying authorities.

[ Reset all zones to default level ]

anders Wood on a/c © Click For More Details
of Andhra Pradesh
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http://www.mstcecommerce.com/

(9) The PC should run as an Administrator to install packages on being prompted on screen
like TCS signer file for signing with DSC, Java encryption applet for data encryption, etc.

(10) The protected mode of the computer should be turned off as shown below.

Internet Options O

Select & ome to view or Change security setbngs.

S G v S

Internet Local mtranet Trusted sites Restricted
=tes
Trusted sites |~ T s—— |
- / Thes zone contains websites that you e
v trust not to damage your computer o
fies

Yous 5
You have websites = thes zone.
Secusrity level for thes zone

Custornm
Custom Settngs.
- To change the settings, dick Custom level.
- To use the recommended settngs, cick Default level.

[ Enable Protected Mode (reguires restarting Interm=t Explorer)
L Cusstom lewed. . . | [ Defauit lewvel _J

Reset al 2ones to default ewvel J

[Tjrm
———

Under Tools> Internet Options > Security > There is a check box “ENABLE PROTECTED MODE”.
To enable the Digital Signature Certificate appear in the Signer the box should be unchecked as
shown below.

i ptions B

Internet

~—

[ Generd | Seaunty |Privacy | Content | Connections | Programs | Advanced|

Selec] a zone to view or change security settings.
l:iaemet Local intranet Restricted
sites

Trusted sites T
21 This zone contains websites that you [__So_tis—]
V trust not to damage your computer or

your files,

You have websites in this zone.

Secuflity level for this zone

Custom
Custom settings.
- To change the settings, dick Custom level.
‘ ~To use the recommended settings, dick Default level.

\

| Enable Protected Mode (requires restarting Intemet Explorer)
[ customievel... | [ Defaultiever |

[ Reset all zones to default level J

e [ f
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After Changing the settings the message might appear on your screen “Your current security
settings put your computer at risk. Click here to change your security settings” as shown in
subsequent screenshots. This should not be fixed under any circumstances. Initially it might appear
with a blue question mark as shown below.

Fis E View Favorkes Tools Help
Res | (o T Google News £ ™ * £ FreeHotmal 2 [ * £ Inbox

tp:/fwww, mstcecommerce, com/ { w v B - 5 mm v Page~ Safety~ Tooks~ )~ 2

@ Your current security settings put your computer at risk. Click here to change your security settings...

=l

|7 Done & Internet B RIS% v

In the above case, the blue question mark sign indicates that the website wants to run certain
add-on/s. That should be done by right clicking on the icon and running the add-ons as shown in
subsequent screenshots.
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Right Click on the message and run the add-on/s as they appear.

.

A sample add-on is shown below when the add-on wants to run. Click on run to allow that add-on.

—_____d — —

1§ Your current security settings put your computer

ol x

Another add-on “TCS Signer” (cab file) also needs to run similarly to allow DSC'’s to sign digitally.
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For Java Configuration

Click on JAVA> Click__on Security in JAVA Control

Go to Control Panel>

Java Control Panel

-

8 » Control Panel » All Control Panel kems »
| General | Update [ Java | Security | Advanced

" y 5 Enable J; tentin the b ’ ;
Adjust your computer’s settings PIE JaVa contEntin e Browser Viewby: Large icons ~

Security level for applications not on the Exception Site list

Adminisfrativi ©) Very High BitLocker Drive Encryption

Action Center

%

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only i the certificate can be verified as not revoked.
Color Management v Desktop Gadgets

@ High
Java applications identified by a certificate from a trusted authority are allowed to run, evenif |||
the revocation status of the certificate cannot be verified.

Device Manager g,lg Deviges and P Flash Player

=
Folder Options h Fonts @ Indexing Options
) Exception Site List . .
Internet Options & | Java Applications launched from the sites lsted below will be allowed to run after the appropriate security @ Mail
prompts.
J Mouse M NeJ jm kand gl ]rmﬁwww‘msmemmmme‘mm i = Performance Information
N et tonolfene 2 ' and Tools
E," Personalization Phone and Md|| Restore Security Prompts | [ Manage Certificates... Es &&L Recovery
. , RemoteApgfa
: Region and Language % . @ Sync Center
J’.? 9 guag Connectio 4
&! System Taskbar apid S — — o m Windows CardSpace
i —
w Windows Defender e Windowg Firewall @’ Windows Mobility Center r@) Windows Update

-
—— o
() B8 » Control Panel » All Control Paneltems » | [£] Java Control Panel = e 1 [+
General | Update | Java | Security | Advanced
A . q 1l
Adjust your computer’s settings Enable Java contentin the browser rlﬁl Exception Site List } —— o

Applications launched from the sites listed below will be allowed to run after the appropriate security

‘Windows CardSpace

promp
. || security level for applications not on the Exception Site list
’w Action Center Admi & P B
very High ... Location
> Only Java applications identified by a certificate from a trugl| |7y |rttp:/fwww.mstcecommerce.com
- Color Management é‘] Cred and only if the certificate can be verified as not revoked
B e j owid| *
evice Manager v evi v
g =y Java apglications identificd by a certificate from a trust=d | Add femove
the revecation status of the certificate cannot be verified. ‘l FILE and protogpls are considered a security risk.
. We recommend usingHTTPS sites where available.
Folder Options h Fonts|
[ (o=
Internet Op & | sava iz E 5 T r- TRy TeTCT
— Applications launched from the sites listed below will be allowed to run after the appropriatefecurity
prompts. .
Mouse LA Netw ttp: oo mstcecommerce com = L trols 9] Performance Information
AN Centd i edtsitetist]. | ' and Tools
P i P
Personalizati ¢34, Phoni N Ind Features p.* Recovery
| Restore security Prompse” | | Manage Certifichtes... |
" | Rem
Region and Language Sync Center
Connl
]

System L s ) Co ) L= ) | oo )|
. |

Windows Defender ﬁ ‘Windows Firewall Windows Mobility Center /a’ indows Update

Click on “Edit Site List” and add our website http://www.mstcecommerce.com.
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http://www.mstcecommerce.com/

-
I
e/

[ » Control Panel » All Control Panelltems »

| ] Java Control Panel

Adjust your computer’'s settings

Action Center

w»
o
&

Color Management

Device Manager
Folder Options
Internet Options
Mouse
Personalization
Region and Language
System

Windows Defender

i

=

it

[

@

& &0

General | Update | Java | Security | Advanced

Debugging
-+[[] Enable tracing
] Enable logging
] Show applet lifecycle exceptions
Java consale
@ Show console
ide console

Credq | ©) Do ot start const
Defauit Java for browsers
-~ [7/] Microsoft Internet ExNarer
Mosila famiy
Shorteut Creation
© Always allow
Always allow if hinted
Prompt user
Prompt user if hinted

Devid)|

) Never allow

INLP File/MIME Association
©) Always allow

Prompt user

Never allow

Install if shortcut created
Install if hinted and shorteut
(©) Never instal

Secure Execution Environment

Connf)|

Taskl|

|d Other

Ind Features

View by:

Large icons ¥

Restore

4

BitLocker Drive Encryption
rams Desktop Gadgets
ss Center Flash Player
Indexing Options
Mail

Performance Information

trols
and Tools

Recavery

gnition Sync Center

“Z@r BQOPHNA

ts Windows CardSpace

Windows Firewall 3

Additional Settings : (This will allow the JAVA console to
Any bid submitted before the encryption applet starts will

Object Error).

show the status of the Encryption applet.
hrow up a message “Please Try Again.

Click On Advanced in JAVA Control Panel> Click on Show Console and Place Java Icon in the
systems Tray.

o~
e

B8 » Control Panel » All Control Panel tems »

| %] Java Control Panel

Adjust your computer’s settings

,W Action Center

I

Color Management

Device Manager

Folder Options

Internet Options

Q

Mouse

Personalization

Region and Language

System

Windows Defender

£ k%

L

8

&2 0 ks

[ General | Update [ Java [ security| Advanced |

Search Controf

All certincates in the chain of trust
Do not check {not recommended)
for signed code certificate revocation using
Certificate Revocation Lists (CRLS)
Oriine Certificate Status Protocol (OCSP)
Both CRLs and OCSP
Perform TLS certificate revocation checks on
i) Server certificate only
All certificates in the chain of trust
Do not check (not recommended)
for TLS certificate revocation using
Certificate Revocation Lists (CRLS)
Oriine Certificate Status Protocol (OCSP)
Both CRLs and OCSP
Advanced Seaurity Settings
i-[[] Enable the operating system's restricted environment (native sandbox),
 certificates and keys in browser keystore
able blackiist revocation check
able caching password for authentication
 S5L 2.0 compatible ClientHello format

Admi

Credg|

Devid)|

Font

Java

Netw||
Cent

Phont

Rem

Connll| | * Suppress sponsor offers when installing or updating Java

itrols

Other

ss Center

Ind Features

)

Taskh|

Apply N

Windows Firewall @ Windows Mobility Center

47/ Windows Update

Viewby:  Large icons

4

BitLocker Drive Encryption
Desktop Gadgets

Flash Player

Indexing Options

Mail

Performance Information
and Tools

Recovery

Sync Center

= @r BQPNA

Windows CardSpace
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