The system requirements are as follows:
= Operating System- Windows 10, 11.
=  Web Browser- IE, ‘Microsoft Edge’
= Class III Signing type Digital Signature Certificate.
System Settings:

Steps to follow for System Settings for Internet Explorer Browser

Open IE browser and enter https:/www.mstcecommerce.com in URL bar.
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click on

a) Tools>Compatibility View Settings—> Add_https://www.mstcecommerce.com and
fill the check box for ‘Microsoft compatibility list’.
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b) Security Settings for IE browser:

i) Tools>Internet Options—> General-> Check box for ‘Delete browsing history on
exit’, Click on ‘Settings’> ‘Every time I visit the webpage’>OK.
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ii) Tools > Internet Options > Security > Un-check the box for ‘Enable protected
mode’>Custom Level>and

e Enable : Access data sources across domains

e Disable “Use Pop-up Blocker”
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iii) Tools—> Internet Options > Security 2> Select ‘Trusted Sites’> Add website
https://www.mstcecommerce.com > OK->Trusted Sites—> Select *’Custom Level’> Active X

control & plug-ins
options.

Disable “Use Pop-up
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iv)Tools=>Internet Options = Advance->Select boxes for SSL 3.0,TLS (1.0,1.1,1.2)> Apply=>OK.
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¢) Java Settings : Download Java 8 update 341 x86 Offline file



Search in PC-> Configure JAVA->open ‘Security’ tab, add https://www.mstcecommerce.com to
‘Exception site list’ and save.
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Configure JAVA->Click on->’Advance’ tab, select “Show Console” on Java Console option and
scroll down to select check boxes for Use TLS 1.0, Use TLS 1.1, Use TLS 1.2 and Use TLS 1.3 and
click OK.
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After java installation, click on Tools > Manage add-ons > Toolbars and Extensions - Enable
Java.
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Other Settings:

i) View 2 Toolbars>“Tick” Status Bar.
ii) For new Version of IE or other “Active —X Filtering” under Tools should not be ticked.



Steps to follow for System Settings for Microsoft Edge Browser

a) Open Microsoft Edge > Settings = Default Browser - “Allow sites to be reloaded in Internet
Explorer mode (IE mode) ” = Allow = Browser Restart

Open website https://www.mstcecommerce.com/auctionhome/mmb/mmbmp/index.jsp = Click
on “Reload tab in Internet Explorer Mode” available under right top corner three dots—> After
this click on left top corner “ie” logo = Click on” Open this page in Compatibility view” & “Open
this page in Internet Explorer Mode next time” = Then click on “Allow” = Done

b) Security Settings for Microsoft Edge Browser:

Type and select “Internet Options” in Windows Search bar on the left bottom corner of the PC
and then the dialogue box “Internet Properties” gets opened. Now follow steps given below:

i) Internet Options—> General-> Check box for ‘Delete browsing history on exit’, Click on
‘Settings’> ‘Every time I visit the webpage’>OK.

ii) Internet Options > Security = Internet = Un-check the box for ‘Enable protected
mode’->Custom Level>and

o Enable : Access data sources across domains

. Disable “Use Pop-up Blocker”

. Enable “Allow Status Bar Update Via Script”

o Enable “Allow Websites to Prompt for Information using Scripted Windows *

iii) Internet Options > Security = Select ¢ Trusted Sites’> Add website
https://www.mstcecommerce.com > OK-> Trusted Sites=> Select *’Custom Level’> Active X
control & plug-ins: Disable “Allow Active x Filtering “and Enable other all ActiveX Controls
options.

. Disable “Use Pop-up Blocker”
iv)Internet Options = Advance->Select boxes for SSL 3.0,TLS (1.0,1.1,1.2)> Apply>OK.

¢) Java Settings: Download Java 8 update 341 x86 Offline file

Search in PC-> Configure JAVA->open ‘Security’ tab, add https://www.mstcecommerce.com to
‘Exception site list’ and save.

Configure JAVA->Click on->’Advance’ tab, select “Show Console” on Java Console option,
Shortcut creation = Always Allow, JNLP File/MIME Association = Always Allow, Application
Installation = Install if hinted, Select all options under = Execution Environment Security
Settings, Mixed Code - Disable Verification, Perform signed code certificate revocation checks
on = Do not check , Perform TLS certificate revocation checks on = Do not check, Advanced
Security Settings = scroll down to select all the checkboxes except “Use SSL 2.0 compatible
ClientHello Format” and click OK.



d) Run Signer Tool Test using link

https://www.mstcecommerce.com/eprochome/SignerToolTest.jsp and allow it in “Internet
Mode”. Allow the add on to run TCS Box. After this if TCS box does not run, then run your PC in
administrator mode and do the settings again following the above-mentioned steps.




